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Companies are beginning to understand that cyber is an overall business risk, not just

a technical issue. Now they must realise that cyber is also a legal issue. The easiest

way to understand why is to ask these two questions: ‘Why do we know about the data

breaches of Target, Yahoo, Equifax and all the others?’ and ‘Did those companies air

their dirty laundry just because they believed it was the right thing to do?’

Of course not! They did so because laws and regulations made them. Those laws and regulations

require companies to disclose their breaches and mandate things, such as who they must notify,

when and how they must notify, what must be communicated and what must be done for those

who were impacted. As these rules demonstrate, having data creates risk and one of legal

counsel’s roles is to help companies manage that risk.

Many attorneys explain their primary value through their wielding of the attorney-client privilege,

by helping to cloak the cyber risk management process with the attorney-client privilege. While

that can be helpful when done correctly, it is greatly underselling the real value that experienced

legal counsel can add. When it comes to managing cyber risk, there is no substitute for

experienced legal counsel.

Real world experience for assessing and managing risk

To effectively manage cyber risk, companies must understand what their real cyber risk is

because they cannot manage that which they do not know or understand. The process of

assessing a company’s overall cyber risk is one of the most crucial steps in the risk management

process. It is the foundation.
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Attorneys who have substantial experience in dealing with cyber risk are able to better

understand how to manage cyber risk, including legal and regulatory liability that leads to

significant risk in this environment. Think about this: how many cyber incidents or data breaches

has your company’s information technology, security and management teams been through or

even observed first hand?

Counsel with many years of experience serving as a ‘breach guide’ or ‘breach quarterback,’

leading companies through the cyber incident and data breach response process, will have been

involved in hundreds or thousands of cyber incidents and data breaches. This real-world

experience is invaluable for helping companies understand the real-world risks they now face.

Without such practical experience, companies are more likely to spend their resources chasing

some of the hyped-up threats that make the best sales pitches, conference talks and news

headlines – it isn’t always the most exotic and sophisticated attacks that cause the most

problems.

Diving deeper, such counsel will have a unique perspective on

the most common attack tactics that have been used in the

past and that are currently being used against certain types

and sizes of companies, in certain industries, with certain types

of data and business models and in certain markets. They will

also understand the types of attacks that are most likely to lead

to reportable data breaches. They will have a better

understanding of the laws and regulations applicable to the

jurisdictions in which the companies operate and what they

require in terms of securing information, disclosing breaches of

such information and the all-important question of

distinguishing between a non-reportable incident and a

reportable data breach, a subtle yet bet-the-company

distinction.

Deeper still, by calling on their history of cases, they will have a

unique understanding of those things that companies did right

and those things that were ineffective or led to problems.

Because no two are alike, this insight provides a deeper

understanding of what caused many cyber incidents, how they

happened and what could have prevented them. Once an

incident has occurred, the focus shifts to an understanding of

what companies did right or wrong, or could have done but did

not do, that may have improved the response and better mitigated the situation. Finally, it

enables them to uniquely understand the true harm to companies that such cyber incidents

cause, from the initial panic, administrative burden and confusion and disruption of operations, to

the loss of business opportunities due to the companies being focussed on the incident, to the

better-known harms, such as the costs of remediation and incident response, negative publicity

and the decrease in business value and stock prices.

When working with companies on their cyber risk management programmes, one of the most

frequently asked questions is, ‘how do you prioritise the steps in your strategic action plan?’.

Because companies can’t ‘boil the ocean’ (i.e. fix every problem) and companies do not have

unlimited resources to throw at this problem. They must be able to evaluate the risks and

develop a strategic action plan that prioritises those things that should be done first. There is a

lot more to consider than the traditional risk formula of ‘risk = probability x loss’ because there

are important business factors that must be considered. When evaluating how to prioritise the

actions to take, the analysis translates into something more akin to ‘risk = probability x loss x
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time to implement x impact on the business and resources x benefits/hindrance.’ To work

through an analysis such as this requires not only drawing on real-world experience to

understand the most likely risks companies face, but also requires having an understanding of

the overall business, its operational needs, the practicalities of the business environment and the

many competing interests that must be considered. Analysis of such complexities is an essential

skill for legal counsel.

With cyber risk, even the most extensive and effective risk management programmes cannot

come with guarantees. The problem is not a static problem that can be solved, rather, it involves

an active adversary that is continuously evolving its strategy and tactics to find more effective

ways of attacking and exploiting its intended victims. And, as with security in general, the

company must get it right 100 per cent of the time and the attacker needs only one lucky shot.

Because of this, when it comes to legal and regulatory liability, the question is usually not as

simple as ‘did the company have a data breach?’ but is more like ‘before the company had the

data breach, was it taking reasonable measures to protect its network and data to keep from

having a data breach?’ Well-documented evidence of its diligence can go a long way.

Privilege is valuable, but it must be done right

Not to be ignored, the attorney-client privilege can play an important role in many jurisdictions,

such as the United States. However, because the privilege applies to communications and does

not shield facts, it is not as effective or certain as many think for either pre-incident risk

management or post-incident response.

The best way to help ensure the privilege applies is to have the activities integrally intertwined

with the rendering of legal advice by ensuring the attorney is retained first, then the attorney

retains and directs the work of consultants and that attorney’s role is prominent by truly leading

the process so that the consultants are reporting to the attorney who is then using their work to

render legal advice. Even then, however, there are no guarantees with privilege. The best course

of action is to prepare by doing everything possible to have the privilege but carry out the work

as though there will be no privilege because there may not be.

There is no substitute for experienced legal counsel in managing cyber risk. In today’s business

environment, cyber is unquestionably a legal issue and experienced legal counsel must be

integrally involved in helping companies manage their cyber risk.
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ansomware cyberattacks are the greatest existential 
threat that organizations in the United States face today. 
These organizations include your law practice as well as 
your clients—the two most important things to your 

own livelihood. This is serious. Ransomware literally shuts 
down operations within moments of the attack—often 
overnight.  
 
This threat is so serious that in June 2021, the U.S. 
Department of Justice, or DOJ, announced that it will be 
treating ransomware with the same level of priority that it 
treats terrorism1 and the White House issued a memo to all 
corporate executives and business leaders with the subject 
“What We Urge You To Do To Protect Against The Threat of 
Ransomware.”2 This is the first time such a memo has ever 
been issued. That is how serious the threat of ransomware 
attacks is to our nation.  
 
In this article I summarize information from the DOJ;3 U.S. 
Cybersecurity & Infrastructure Security Agency, or CISA;4 
Coveware;5 SpearTip;6 Tetra Defense;7 and my own experience 
leading numerous organizations through the ransomware 
recovery and response process. Coveware, SpearTip, and Tetra 
Defense are three of the trusted cybersecurity vendors our 
firm’s cyber incident response team uses for gathering 
intelligence about and negotiating with ransomware threat 
actors, recovering from ransomware attacks, and protecting 
against future attacks. Due to space limitations, I only hit the 
high points and do so without direct citation to the sources, 
but I strongly encourage you to analyze each of the sources 
referenced.  
 
 

What is ransomware? 
Ransomware is malicious software, or malware, that threat actors 
use to encrypt your data and deny you access to it until a ransom 
is paid. With ransomware, the threat actors do not care how 
intrinsically valuable your data may be—they know that it is 
valuable to you and if they can keep you from having the ability 
to use it, you will pay to get it back. The best way to circumvent 
a successful ransomware attack is to have viable backups of 
your data that can be restored quickly. Threat actors know this 
so, when they gain access to your environment, one of the first 
things they will do is search for your backups and either encrypt 
them or forensically delete them so they cannot be recovered.  
 
While threat actors initially used encryption for leverage, they 
have evolved in their tactics. In many cases today, the threat 
actors will not only encrypt your data, but also steal your data 
and use a second level of extortion by threatening to publish 
the data if the ransom is not paid. 
 
 
Who is at risk from an attack? 
Every type of organization with a computer connected to the 
internet is at risk. This ranges from global enterprises down to 
small “mom and pop” shops, in every type of industry and of 
every level of sophistication. Coveware’s latest study notes that 
the most notable change observed in Q1 of 2021 was an increase in 
attacks on the professional services industry, specifically law firms.  
 
 
What is the impact on your organization if you get hit? 
The consequences of a successful ransomware attack on 

R

Critical information you need to help better 
protect your practice and your clients from 
one of the most serious threats to our nation. 
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important systems in your organization are that you 
immediately lose access to those systems and whatever 
operations they control are shut down. This often means a 
complete shutdown of your organization. In some cases, these 
interruptions are overcome quickly, such as when an 
organization has viable backups of its data that can be 
restored. When your organization does not have viable 
backups, you face being shut down for days, weeks, or maybe 
forever. The encryption used in ransomware attacks cannot be 
broken and, when your organization does not have viable 
backups of your data, you are faced with a Hobson’s choice of 
only two options of negotiating with and paying the threat 
actor for the decryption keys or not recovering your data and 
not restoring your operations.  
 
 
How much are organizations having to pay in 
ransom payments? 
In Q1 of 2021, the average ransom payment alone was 
$220,298 and the median payment was $78,398. In addition 
to the payment, your organization will face other losses such 
as the lost profits from a business interruption, reputational 
harm, costs associated with negotiating, remediating, and 
investigating the attack. Then come the costs of complying 
with legal and regulatory obligations that may be triggered by 
such attacks, which include notifying individuals and 
reporting to regulators. If you find yourself in this situation 
you had better have cyber insurance that will cover these 
losses. 
 
 
What are the most common methods the threat 
actors use to carry out these attacks? 
The most common attack vectors that threat actors are 
consistently using are remote desktop protocol, or RDP, 
compromise, email phishing, and unpatched software 
vulnerabilities. Having vulnerable services and systems that 
face the public internet are among the most common ways 
threat actors can gain a foothold in your network. In most 
cases they are not looking for your organization in 
particular—they use scanning tools that can find any 
computer in a certain area that has a vulnerability that they 
know how to exploit. Once they find these computers, they 
begin exploiting the vulnerabilities and gaining access to the 
networks. Only then will they discover whose network they 
have compromised.  
  
 
How can your organization better protect itself? 
In order to better protect your organization, you should focus 
on addressing at least the following issues, which are by no 
means exhaustive, but are a good place to begin: 
 

•  Perform a risk analysis to better understand your 
organization’s greatest risks—you cannot mitigate what 
you do not know exists.  

•  Backup your data, system images, and configurations, 

regularly test them, and keep at least one copy of the 
backups offline. Consider the “3-2-1 backup rule.”  

•  Encrypt all sensitive data to ensure that if it is stolen, its 
confidentiality is not compromised. 

•  Update and patch your systems promptly, especially 
external-facing systems. Configure automatic updates on 
workstations and laptops where feasible. 

•  Require multi-factor authentication, or MFA, for every 
login for something important, especially external-facing 
systems and services. MFA is using two steps to log in 
instead of just one. 

•  Require cybersecurity and phishing training and exercises 
for all members of your organization, especially senior 
leadership.  

•  De-escalate privilege to the minimum necessary on user 
accounts, especially for high-value target users such as 
executives, accounting, and human resources and for 
vendor access. 

•  Use a reputable firewall that is configured to block access 
to known malicious IP addresses.  

•  Use a reputable endpoint detection and response, or 
EDR, solution.  

•  Identify external-facing systems by looking up IP 
addresses and DNS subdomains for your organization. 

•  Block public access to the services RDP, Secure Shell, 
Telnet, and file transfer protocol, or FTP. 

•  Perform vulnerability scans against external-facing 
systems. 

•  Have a security team and check their work. 
•  Have an incident response plan and business continuity 

plan and regularly exercise both. 
•  Segment your networks.  
•  Choose third-party service providers that are dependable 

and secure. TBJ 
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With ransomware attacks increasing, cyber insurance now seen as a
necessity, not a luxury

Threat actors launched a cyberattack against the Texas Office of Court Administration, the IT provider for many

Texas courts, and encrypted their computer systems with ransomware, leaving those systems useless. Cognizant,

which has a large presence in Dallas-Fort Worth and is one of the world’s largest and most sophisticated providers of

information technology services for other companies, was hit with ransomware with losses currently estimated

between $50 million and $70 million. Dallas-based CyrusOne, a global provider of data center services and managed information technology

services for other companies, was hit with ransomware, impacting several of its customers. More than 20 Texas local governments were hit with

ransomware, also rendering their computer systems useless.

These are just a few of the high-profile cyber incidents in the past year just for Texas. Similar incidents occur daily across the United States.

While the public learns about attacks like these on well-known organizations, most do not hear about the attacks on small and midsize

organizations. Unless the ransomware attack also involves the breach of confidentiality of sensitive personal information or protected health

information, there is no general law requiring that most such attacks be publicly disclosed or reported.

That does not mean they are not happening. In our experience, they are happening exponentially more to small and midsize organizations all over

the United States, and the impact is devastating.

A cyberattack is becoming the one universal risk that can literally destroy overnight an otherwise healthy company. Even with COVID-19, it took

days and weeks for the impact to be felt. Not so with cyber incidents; it happens in an instant. If the large, well-funded experts in information

technology like Cognizant cannot always defend themselves against these attacks, do you really believe your organization can? 

 

June 22, 2020

Shawn Tuma
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Now is the time for cyber insurance and incident response plans
In reality, there is no “secure” in the cyber world — even when the best security measures are taken. When cybercriminals want to get in and

disrupt a business bad enough, they will find a way.

Because a company cannot be completely secure, it must be resilient. Cyber insurance is critical in providing a company with the resources it

needs to properly respond to and recover from an attack. However, business leaders need to understand the details of an insurance policy and

what it does and does not cover. Only policies specifically designed to cover cyber risk, cover cyber risk.

Standard insurance policies typically do not provide coverage for cyber risk. You must have a policy that is specifically designed to cover cyber risk

and, more appropriately, the unique cyber risks your company faces. If you do not know that you have cyber risk coverage, you probably do not.

In addition, businesses should invest in creating a thorough and detailed incident response plan that can be initiated on short notice. Ideally, this

plan includes the who, when and how of the response — perhaps most importantly, who leads the response and coordinates all of the steps. The

plan should not only include the organization’s internal team, but those external service providers who have a critical role in an incident response

such as breach counsel (i.e., legal), cyber forensics and public relations.

For an incident response plan and cyber insurance policy to work, business leaders must educate the key stakeholders, train every member of the

team and practice or simulate the actions with the key stakeholders and external providers, all of which are essential members of the incident

response team. The most valuable part of an incident response plan is communication and having the right team in place to successfully resolve

the situation and minimize the disruptions and associated costs.

 

Cyber insurance works
Reputable carriers pay claims under cyber policies.

When a policy legitimately covers a claim, the carriers pay. We have handled hundreds of cases where insurance carriers have fulfilled their

obligation and paid for the response, mitigation, notification, litigation and regulatory investigation costs. To give you an idea of how many and

what kinds of cyber claims are paid each year, the NetDiligence 2019 Cyber Claims Study examined over 2,000 cyber claims that had been paid.

Of course, there may be exceptions and outlier cases where an appropriate claim is not paid or where the claim may fall within a gray area and

coverage is not clear. This is true of all insurance for all types of risk.

Cyber is no different.

But these cases are the exception, not the rule. Unfortunately, they are the cases that usually get the most attention and create the perception that

cyber claims are not paid. These situations are rare, and those who focus only on them are ignoring the thousands of cases where similar claims

are paid.

You manage your company’s risk by honestly evaluating the probabilities, not getting hung up on the most unlikely exception. Addressing cyber

risk should be no different. When you get a cyber policy from a reputable carrier, the likelihood that the carrier will cover those claims is just as

high as the carrier covering any other kind of claim for which you have insurance.

However, before an incident occurs, you should know the answers to all of these questions:

Do you know you have cyber insurance?

Where is your policy?

Who is the carrier and your main contact with that carrier, as well as your broker?

Were proactive risk management services included?

How quickly must you give notice of an event?

Must those on the incident response team be “approved” or “preapproved” by the carrier before you can use their services?

When must you get preapproval for steps taken in incident response?

 

Know who you will work with when a cyber incident occurs
Cyber insurance policies typically specify that if your company has an event and makes a claim, you will be required to work with the service

providers who are on the carrier’s “preferred” or “approved panel” list. This means that if you already have a relationship with an experienced

attorney, cyber forensic firm, PR firm or forensic accounting firm that you know and trust, you probably cannot work with them unless they are

approved. This is not something you want to learn about when a crisis hits and is tantamount to learning that your star players are ineligible to

play at the opening whistle of the championship game.
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While this regularly trips up those who are inexperienced in incident response, there is a good reason for this requirement. Little mistakes can

have a big impact on the response. Cyber incident response and serving as breach counsel is a highly specialized skillset and the professionals

handling this must truly have significant experience in that role or else the consequences — and resulting losses for the client and the insurance

carrier — can be catastrophic. The insurance carriers have a strong interest in making sure the professionals they approve have been vetted and

can handle the role.

Also, insurance carriers typically have negotiated rates with their approved panel providers that are substantially lower than those same providers

would charge on their non-insurance engagements. Because these providers’ fees typically erode the insurance policy coverage limits like any other

costs, this helps the insured get the most bang for their coverage buck.

Finally, service providers that regularly do this kind of work with insurance companies get better results because they are familiar with the cyber

insurance process, have strong relationships and a familiarity in working with the most experienced providers in the other external service

provider disciplines (i.e., legal, cyber forensics, public relations), and they all know how to work well together as a team.

This is ultimately much better for the client.

There are solutions to this problem for clients that already have a relationship with an experienced attorney, cyber forensic firm, PR firm or

forensic accountant: Address the issue upfront as part of the incident response planning process. If you know who you want to work with when

you are obtaining your policy, make it clear and get a policy with a carrier that will allow you to work with the professionals of your choosing, or

have the professionals you know and trust written into your policy.

It may be too late to do this once the policy has been issued, but you should still try because the insurance carriers allow such additions as long as

it is before you actually have a claim.

The best way to get the right cyber risk policy is to work with a reputable broker who is truly knowledgeable about cyber risk and cyber policies.

There are a lot of brokers trying to sell cyber policies, but many of them do not truly understand the policies, cyber risk in general, or your

company’s unique needs.

Contact experienced cyber service providers you know and trust to ask for advice on how to get the right policy that will allow you to work with

them. Let them connect you with a good insurance broker who truly understands your cyber risk and has the relationships that will allow them to

find a policy that fits your needs.

 

How this all fits together
Assessing all of the above allows businesses to know what questions to ask to increase protection and mitigate risk:

Do we have cyber insurance?

Is it tailored to our unique risk?

Does it offer proactive risk management services?

What is covered? What is not covered?

What choice do we have in service providers used?

Are there service providers that we want to use that are not permitted?

Can we get the service providers we want to use approved under the policy?

If not, who are the carrier’s approved service providers so we can develop a relationship with them to use them in our incident response

planning and preparation?

The key to identifying the right coverage to fit specific needs is to find the right policy with the right carrier. Good, knowledgeable brokers and

agents can assist in this process. You can then incorporate that policy into your incident response plan and become a company fully prepared for

the biggest threat facing your company today and in the future.
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A common factor among many companies that have had devastating cyberattacks is

that their CISO (if they had one) was too aloof to recognise the company’s risks or too

egotistical and arrogant to believe they had any.

Cyber risk is a challenging issue for the board of directors. On one hand, cyber is truly one of the

greatest risks that companies face, one that can literally shut down operations overnight, such as

in a ransomware attack. On the other, directors’ duty of care to the company is often described

as more of a strategic, detached oversight role, not a tactical one.

Because of the critical importance of cybersecurity, however, directors must have a better

understanding of it than many other issues. Accordingly, they should focus on the big picture

while also ensuring the company has the right team in place, that the team understands its

objective, it has an actionable plan and resources needed to achieve the objective, and that it is

executing that plan in an effective manner.

The FireEye and SolarWinds cyberattack

On 8 December 2020, FireEye, one of the world’s pre-eminent cybersecurity firms, disclosed that

it had been the victim of a successful cyberattack. This shot was heard around the world by

anyone familiar with cybersecurity, because, if any company should be well protected from

cyberattacks, it was FireEye. If it could happen to FireEye, it could happen to any company. 

Days later we learned the vector for that attack: it was accomplished by using a vulnerability in

SolarWinds’ Orion network management tool that FireEye used for managing both its and its

clients’ networks. The SolarWinds tool was also used by other information technology service

providers as well as by many companies themselves. Given the popularity of the SolarWinds tool,
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then, this was a global attack. This brief description is necessarily an oversimplification of a

cyberattack that is one of the largest and most sophisticated ever seen, the ramifications of

which are still being felt today. Companies across the globe continue to learn that they, too, have

been compromised by it.

Lessons for directors

The overarching lesson that should be learned from this attack is one of humility and resilience.

Far too many business leaders – and far too many information technology (IT) professionals –

believe their company’s IT networks and defensive measures are too sophisticated and well-

maintained for their company to fall victim to a cyberattack. But the FireEye/SolarWinds breach

should provide a dose of humility for all. FireEye is at the very top tier of the cybersecurity

industry and is the cybersecurity expert that many of the savviest companies in the world hire to

help protect them. If any company is going to get this right, it is FireEye. If any company is

going to be immune from this risk, it is FireEye. And FireEye was not. 

The odds of having an impenetrable cybersecurity defence are virtually impossible – defenders

must get it right 100 per cent of the time across the entire environment (including the supply

chain risk vector). Attackers need only one lucky shot to succeed.

Add to that the fact that the threat landscape is always evolving and much of the time those

defending do not even know what they are defending against because it does not yet exist. I do

not believe any organisation can be ‘secure’. But what they can be is resilient and thinking about

resilience requires having the humility to recognise that your company can and will be hit so you

need to prepare for how to move forward when it happens.

Companies should have a chief information security officer (CISO), or equivalent role, that serves

as the company’s ‘head coach’, responsible for cybersecurity. Given that cybersecurity is one of

the most critical issues, the CISO is one of the most important people in the company. The board

of directors must have a direct relationship with him/her for several reasons and the CISO should

report directly to the board.

The best way to understand the company’s degree of humility towards cybersecurity is to

understand the CISO’s humility towards cybersecurity. It is therefore important for the board to

have a direct relationship with the CISO to be able to better know this person, understand their

personality, and have frank conversations about the cyber risks the company faces and how they

are being addressed. Much like how a jury evaluates witnesses, this involves evaluating the



person and assessing their credibility as much as it involves evaluating the processes of

assessing and mitigating the risks.

 

This must be done through direct communication; it is not as effective through written reports or

reports provided by other people. Plus, when others are involved, there are often gaps in the

information and understanding as well as competing interests that may intervene and distort the

accuracy of information reaching the board.

The board’s conversations will likely be difficult for the CISO and that is not necessarily a bad

thing. A common factor among many companies that have had devastating cyberattacks is that

their CISO (if they had one) was too aloof to recognise the company’s risks or too egotistical and

arrogant to believe they had any. For them, a report to the board would simply amount to ‘we

are secure, and any risks are being mitigated’. 

A credible CISO, however, with a good understanding of the overall cyber risk environment and

the particular risks the company faces, will find it difficult to look the board members in the eyes

and say, ‘we are secure’. This will nevertheless be hard for the CISO because they recognise that

many view their job as making the company secure and such an admission is tantamount to

admitting that they are not doing their job.

Similarly, they will find it uncomfortable to answer the question of ‘what needs to be done for the

company to be secure?’ because if anyone should have all of the answers, it should be them,

shouldn’t it? If the board does not have a mature understanding of the nature of cyber risk, such

admissions could mean getting berated and cost them the CISO his/her job.

Conversations such as these directly with the CISO will reveal a lot about their personality,

credibility, confidence, humility, understanding of cyber risks and ability to explain them, and

thinking on resilience planning.

It is imperative, however, that the board is mature in how it has these conversations.

Approaching the CISO in an aggressive and threatening manner will cause them to be more

guarded and less forthcoming. This, in turn, will only hinder the board’s ability to do its job

properly.

A board with a mature understanding of cyber risk will understand that in today’s environment no

company can be completely secure, and no one has all of the answers for how to be secure

because total security is impossible.
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Cyber Incident Quick 
Reaction Sheet 

Title Company  Contact Information Backup Contact Information 

Incident Response Team [Internal -- CISO / CIO / CTO / …]  
[Internal -- Security]  
[Internal -- IT]  
[Internal -- Privacy]  
[Internal -- GC]  
[Internal – Operations]  
[Internal -- Communications]   
[Internal – CFO]   
[Internal -- HR Member]   
[External - IT MSP Provider]   
External – MSSP / SOC Provider   
[External – Cybersecurity]   
[External – Breach Counsel] 
Spencer Fane, LLP 
Shawn Tuma 

d 972.324.0317 
m 214.726.2808 
stuma@spencerfane.com  
cyber@spencerfane.com  

Jeremy Rucker 
d 214.459.5880 
m 817.821.5002 
jrucker@spencerfane.com 

IT MSP Provider    
MSSP / SOC Provider    
Cloud Services Provider    
Breach Counsel Spencer Fane LLP 

 
Shawn Tuma 
d 972.324.0317 
m 214.726.2808 
stuma@spencerfane.com  
cyber@spencerfane.com  

Jeremy Rucker 
d 214.459.5880 
m 817.821.5002 
jrucker@spencerfane.com  

Cyber Insurance Carrier, 
Policy # and Policy location 

    

Cyber Insurance Broker     
Cybersecurity / Cyber 
Forensics Vendor 

   

Decryption/Negotiation 
Vendor 

   

FBI Contact  Richard Murray 
d 972.559.5231 
m 505.948.8463 
rjmurray@fbi.gov 
FBI Online Reporting: www.ic3.gov  

Brett Leatherman 
d 972-559-5132 
m 248-207-6616  
beleatherman@fbi.gov  

Human Resources 
Personnel 

   

Vice President of 
Operations 

   

Public Relations Team    
Payment Card Processor & 
Processor Agreement 
location 

   

PFI Investigator    
Breach Notification Vendor IDX Todd Hindman 

m 512.712.2270 
todd.hindman@idx.us  

 

Key Notes & Information  
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