MASTER CLASS:
Data Protection and Cybersecurity

Shawn E. Tuma

Co-Chair, Data Privacy & Cybersecurity

Spencer Fane LLP

www.spencerfane.com r] |
stuma@spencerfane.com

0: 972.324.0317

m: 214.726.2808

[Fane’



1]

SpencerlFane

Why a lawyer?
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Cybersecurity Is a legal issue

SpencerlFane

A Types A State Laws

I Security I All 50 States

I Privacy I Privacy (50) + security (25+)

I Unauthorized Access I CCPA, NYDFS, Colo FinServ
A International Laws A Industry Groups

I GDPR I PCI

I Privacy Shield I FINRA

I Chinadbs Cybersecurity Law

A Contracts

A Federal Laws and Regs i 3rd Party Bus. Assoc.

I FTC, SEC, HIPAA I Privacy / Data Security /

Cybersecurity Addendum
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Albany Mayor Kathy Sheehan £ , i HINK YO U R
@ i ALUABLE?

The City of Albany has experienced a ransomware cyber | ‘
attack. We are currently determining the extent of the SR

compromise. We are committed to keeping you '3'
informed and will provide updates as they become ,- >~
available. o
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Texas Department of Information Resources Vv

S The source said it took days for Arizona
Beverages to get an incident response
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The C We are leading the response to a ransomware attack on e

at least 20 Texas local government entities. For more team in. leavina some to process
customer order manually. The company's

# attacl information, including #ransomware facts and
COME cybersecurity tips see our attached guides and visit our

infort Website at dir.texas.gov/View-About-DIR... response to the ransomware attack was

described as a "shitshow."
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server, knocking out email across the entire company. Although its Unix systems
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were unaffected, the ransomware outbreak left the company without any

complete shitshow.”

$3,250,000 $2,340,000 $1,800,000 $5,000,000
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L A computers able to process customer orders for almost a week. Stafi began
Education Unsepored
RANSOMWARE processing orders manually several days into the outage.
FACTS & TIPS .5;
s Sommas s s g e Hmﬁ % “We were losing millions of dollars a day in sales,” the source said. "It was a
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Recap: Cybersecurity is no longer just an IT isgutes an
overall business risk issgandeed, the ONE risk.
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What we know
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What Is ransomware?

SpencerlFane
A Ransomware is malicious software, or malware, that threat actors use to encrypt your data
and deny you access to it until a ransom is paid.
A Nobody cares how intrinsically valuable your data is.
A You need it. The hackers know it. You will pay to get it.

A Also i exfiltration + publication is the recent trend (+ calling, ++ reporting crimes).
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Who Is at risk from an attack? =

SpencerlFane
A Every type of organization with a computer connected to the internet is at risk.
A Every single one. Distribution by Company Size (Employee Count)
A Scanning tools. ol LD
10,0017 to 25,000
A Yes, yours also! - —
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What Is the impact if you get hit?

A Your computer systems are shut down.
A You have no access to your data.

A Any operations requiring either computers or data are now shut down.

Downtime from a Ransomware Attack is still the most Dangerous Complication

Average Days of Downtime

19
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How much are companies paying? q_
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