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Why a lawyer?
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Cybersecurity is a legal issue

ÅTypes

ïSecurity

ïPrivacy

ïUnauthorized Access

ÅInternational Laws

ïGDPR

ïPrivacy Shield

ïChinaôs Cybersecurity Law

ÅFederal Laws and Regs

ïFTC, SEC, HIPAA

ÅState Laws

ïAll 50 States

ïPrivacy (50) + security (25+)

ïCCPA, NYDFS, Colo FinServ

ÅIndustry Groups

ïPCI

ïFINRA

ÅContracts

ï3rd Party Bus. Assoc.

ïPrivacy / Data Security / 

Cybersecurity Addendum
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Recap: Cybersecurity is no longer just an IT issue ςit is an 
overall business risk issue ςindeed, the ONE risk...
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What we know
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What is ransomware?

Å Ransomware is malicious software, or malware, that threat actors use to encrypt your data 

and deny you access to it until a ransom is paid.

Å Nobody cares how intrinsically valuable your data is. 

Å You need it. The hackers know it. You will pay to get it.

Å Also ïexfiltration + publication is the recent trend (+ calling, ++ reporting crimes).
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Who is at risk from an attack?

Å Every type of organization with a computer connected to the internet is at risk.

Å Every single one.

Å Scanning tools.

Å Yes, yours also!
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What is the impact if you get hit?

Å Your computer systems are shut down.

Å You have no access to your data.

Å Any operations requiring either computers or data are now shut down.
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How much are companies paying?


