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Disclosure /Disclaimer
Shawn Tuma has no commercial affiliations/interests to disclose related to this talk. TMLT staff,
planners, and reviewers have no commercial affiliations/interests to disclose related to this talk.
The information and opinions in this presentation and the supplemental materials are provided “AS
IS” and should not be used or referred to as primary legal sources, nor construed as establishing
medical standards of care for the purposes of litigation, including expert testimony. The standard of
care is dependent upon the particular facts and circumstances of each individual case and no
generalization can be made that would apply to all cases. Neither the presenter, Texas Medical
Liability Trust, Texas Medical Insurance Company, or Lone Star Alliance, Inc., a Risk Retention Group
warrants the accuracy or completeness of the information presented herein and each disclaims all
liability that may arise from the reliance on statements and information presented. The information
presented should be used as a resource, selected and adapted only with the advice of your attorney.
It is distributed with the understanding that neither the presenters, Texas Medical Liability Trust,
Texas Medical Insurance Company or Lone Star Alliance, Inc., a Risk Retention Group are engaged in
rendering legal services.
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At the conclusion of the program,
participants will be able to:
 Describe what ransomware is and why your practice may be
targeted
 Identify the potential impact if to your practice if you get hit with
a ransom attack
 Evaluate best practices to reduce your risk of ransom attacks
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What is ransomware?



Ransomware is malicious software, or malware, that threat actors use to encrypt
your data and deny you access to it until a ransom is paid.



Nobody cares how intrinsically valuable your data is.



You need it. The hackers know it. You will pay to get it if you have not prepared.



Also – exfiltration + publication is the recent trend (+ calling, ++ reporting
crimes, anticipate calling HHS).

Why a
lawyer?

A ransomware attack is a legal and regulatory
issue – it is presumed to be a HIPAA breach
U.S. Health & Human Services – FACT SHEET: Ransomware and HIPAA*
 When electronic protected health information (ePHI) is encrypted as the result of a
ransomware attack, a breach has occurred because the ePHI encrypted by the ransomware
was acquired (i.e., unauthorized individuals have taken possession or control of the
information), and thus is a “disclosure” not permitted under the HIPAA Privacy Rule.
 Unless the covered entity or business associate can demonstrate that there is a “…low
probability that the PHI has been compromised,” based on the factors set forth in the
Breach Notification Rule, a breach of PHI is presumed to have occurred. The entity must
then comply with the applicable breach notification provisions, including notification to
affected individuals without unreasonable delay, to the Secretary of HHS, and to the media
(for breaches affecting over 500 individuals) in accordance with HIPAA breach notification
requirements. See 45 C.F.R. 164.400-414.

* U.S. Dept. of Health & Human Services, FACT SHEET: Ransomware and HIPAA, https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf

A ransomware attack is a legal and regulatory
issue – it is presumed to be a HIPAA breach
U.S. Health & Human Services – FACT SHEET: Ransomware and HIPAA*




To demonstrate that there is a low probability that the protected health information (PHI) has been
compromised because of a breach, a risk assessment considering at least the following four factors (see 45
C.F.R. 164.402(2)) must be conducted:


the nature and extent of the PHI involved, including the types of identifiers and the likelihood of reidentification;



the unauthorized person who used the PHI or to whom the disclosure was made;



whether the PHI was actually acquired or viewed; and



the extent to which the risk to the PHI has been mitigated.

If the electronic PHI (ePHI) is encrypted by the entity in a manner consistent with the Guidance to Render
Unsecured Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized
Individuals such that it is no longer “unsecured PHI,” then the entity is not required to conduct a risk
assessment to determine if there is a low probability of compromise, and breach notification is not required.

* U.S. Dept. of Health & Human Services, FACT SHEET: Ransomware and HIPAA, https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf

Who is at risk from an attack?



Every type of organization with a computer connected to the internet is at risk.



Every single one.



Scanning tools.



Yes, yours also!

How much is healthcare really under attack?

Insurance claims data
is most accurate source:

What is the impact if you get hit?


Your computer systems are shut down.



You have no access to your data.



Any operations requiring either computers or data are now shut down.



Your sensitive information – PHI – is stolen and published on the threat actor’s shame site.

How much are organizations paying?
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Most common causes

Source: https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report

Most common causes & solutions

RDP Access
Phishing
Unpatched / Outdated
Software
Passwords
Backups, Backups,
Backups!

• This is random – scanning web for Internet facing RDP access
• Virtual Private Network (VPN) with Multifactor Authentication (MFA)
• Email phishing tool
• Workforce training and simulated phishing
• Install patches timely
• No unsupported software
• Multifactor Authentication (MFA)
• Longer passphrases

• 3-2-1 Backup Process
• Something comparable – you may end up with only your offline backup

How to better protect your practice

1.

Perform a risk analysis to better understand your organization’s greatest risks – you cannot mitigate what
you do not know exists.

2.

Backup your data, system images, and configurations, regularly test them, and keep at least one copy of
the backups offline. Consider the “3-2-1 backup rule.”

3.

Encrypt all sensitive data to ensure that if it is stolen its confidentiality is not compromised.

4.

Update and patch your systems promptly, especially external-facing systems. Configure automatic updates
on workstations and laptops where feasible.

5.

Require multifactor authentication (MFA) for every login for something important, especially external-facing
systems and services. MFA is using two steps to login instead of just one.

How to better protect your practice

6.

Require cybersecurity and phishing training and exercises for all members of your organization, especially
senior leadership.

7.

De-escalate privilege to the minimum necessary on user accounts, especially for high value target users
such as executives, accounting, human resources, and for vendor access.

8.

Use a reputable firewall that is configured to block access to known malicious IP addresses.

9.

Use a reputable endpoint detection and response (EDR) solution.

10.

Identify external-facing systems by looking up IP addresses and DNS subdomains for your organization.

11.

Block public access to the services Remote Desktop Protocol (RDP), Secure Shell (SSH), Telnet, and File
Transfer Protocol (FTP).

How to better protect your practice (pt. 2)

12.

Perform vulnerability scans against external-facing systems.

13.

Have a security team and check their work.

14.

Have an incident response plan and business continuity plan and regularly exercise both.

15.

Segment your networks.

16.

Choose third-party service providers that are dependable and secure.

Prepare for resilience: questions your
breach coach wants you to ask now
1.

Have you collectively brainstormed to think about your greatest cyber risks?

2.

Do you have an Incident Response Plan (IRP)?

3.

Do you know when to activate the IRP?

4.

Does each member of the Security Incident Response Team (SIRT) understand his or her role and
responsibility under the IRP?

5.

Do you have redundancies for those roles and responsibilities?

6.

Do you know who is the “head coach” and, what if that person is unavailable?

7.

Do you know what external parties are needed under the IRP?

Prepare for resilience: questions your
breach coach wants you to ask now
8.

Do you have easy access to all internal and external parties’ contact information, with redundancies,
including personal cell numbers?

9.

Do you have relationships already established with those third parties?

10.

Do you have those third parties pre-approved under your cyber insurance policy?

11.

Do you have your insurance policy, policy number, and claims contact information handy?

12.

How will you access all of this information if your network is down?

13.

Have you practiced a mock scenario to test your preparedness? What about if your “head coach” is
unavailable?

14.

Have you performed After Action Reviews (AAR) and revised your IRP for lessons learned?

Key takeaways – what to do
today




Understand how to defeat ransomware extortion leverage points:
•

Encryption of data

•

Have effective backups, use 3-2-1 backup process.

•

Exfiltration of data (publication, calling, reporting crimes) –
encrypt sensitive data.

Understand how to avoid HIPAA presumption of reportable data
breach:
•

PHI is not be considered ePHI by having it adequately encrypted

•

Consider using a reputable EMR / EHR with processes
supporting that the PHI is not accessible, using encryption.

•

The encryption solution, as implemented, must render the
affected PHI unreadable, unusable and indecipherable to
unauthorized persons.

Key takeaways – what to do
today




Have (at least) a 1 Page Incident Response Plan Cheat
Sheet of key information:
•

insurance policy number,

•

insurance contact information,

•

key internal personnel & redundant contact information
(consider text msg. group),

•

key external personnel such as IT / MSP provider contacts,
breach coach, cybersecurity / forensics vendor, etc.

Have a reliable source of proactive cyber security
resources and services.

 Thank you for attending today’s webinar.
 Your feedback is important to us; please complete the CME evaluation
which we launched in your browser.
 The slides are available for download.
 You will receive an email with a link to the recorded webinar.
 Questions? Please post them in the Q&A pod or email consulting@tmlt.org
Dow
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