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At Spencer Fane, your business leaders work with our business leaders. We provide an unconventional 
approach to legal services geared toward protecting and advancing business and personal interests. 
Our clients are certain that their interests are our priority, because they work with leaders – leaders who 
work decisively, execute with purpose and understand the importance of flawless timing. Be certain.

We’re often asked what we mean by “Be certain.” Of course, there is uncertainty involved in any legal 
matter. However, as a Spencer Fane client, you can be certain that:

 � You will work with leaders who are solely focused on advancing your personal and business 
interests, so you and your company can move forward.

 � You will work with leaders who take the time to know your business. This allows not just for 
execution, but rather, execution that is measured, accurate and purposeful. 

 � You will work with leaders who don’t just bring you legal opinions. We bring you actionable 
advice.

 � You can be certain you hired the right law firm, interested in growing a long-term business 
relationship.

Be certain.
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ADVANCING YOUR INTERESTS ACROSS THE NATION

Spencer Fane traces its roots to 1879, when William Tell Johnson and John Lucas moved their legal 
practice from Osceola, Missouri to Kansas City. The modern era for the firm began in 1952 when Johnson, 
Lucas, Graves & Fane merged with Spencer Britt & Browne to form Spencer Fane Britt & Browne. Under 
the guidance of Byron Spencer, Irvin Fane, James Britt, and Harry Browne, the firm grew to become 
well-known and highly respected across the region.

With more than 300 attorneys, offices in 11 states, and a broad network of local counsel affiliates, 
Spencer Fane assists clients in legal matters across the nation and abroad.

Spencer Fane has offices located in:

 � Phoenix, Arizona

 � Colorado Springs and Denver, Colorado

 � Tampa, Florida

 � Overland Park, Kansas 

 � Minneapolis, Minnesota

 � Cape Girardeau, Jefferson City, Kansas City, 
Springfield, and St. Louis, Missouri 

 � Omaha, Nebraska 

 � Las Vegas, Nevada

 � Oklahoma City, Oklahoma

 � Dakota Dunes, South Dakota

 � Austin, Dallas, Houston, and Plano, Texas
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PRACTICE AREAS

Spencer Fane attorneys serve clients in a variety of practice 
areas. In each practice, our attorneys are sought out for their 
business knowledge, practical experience and ability to develop 
creative solutions to clients’ complicated legal problems.

 � Banking and Financial Services

 � Bankruptcy

 � Business Transactions

 � Data Privacy and Cybersecurity

 � Education Law

 � Employee Benefits

 � Energy Law

 � Environmental Law

 � Estate Planning, Trusts and Estates

 � Government Investigations and White Collar Defense

 � Government Relations

 � Health Care

 � Higher Education

 � Intellectual Property

 � Internal Investigations

 � Labor and Employment

 � Litigation and Dispute Resolution

 � Mergers and Acquisitions

 � Nonprofit and Tax-Exempt Organizations

 � Real Estate

 � Securities Regulation and Compliance

 � Special Districts

 � Taxation

 � Tax Credit Finance and Opportunity Zones
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Banking and Financial Services

We help financial services firms in all phases of 
lending, including loan structuring, and negotiating 
and drafting transaction documents. In addition, we 
help financial institutions in all legal, regulatory and 
compliance matters with passion and urgency so 
that they can finalize their transactions with more 
precision and efficiency.

Bankruptcy, Restructuring and Creditors’ Rights

We guide businesses through the turmoil of situations 
involving financially troubled companies and 
municipalities. We advise and guide clients through 
complex restructuring, workout and bankruptcy 
planning, negotiation, and litigation throughout the 
United States.

Business Transactions

We provide guidance in business transactions of all 
types to a broad spectrum of businesses. We serve 
clients ranging in size from small start-up entities to 
very large public companies, providing day-to-day 
legal advice on all aspects of corporate operations. 
This guidance covers partnership law, commercial 
and contract law, federal and state taxation, 
securities law, business workouts, creditors’ rights 
and bankruptcy proceedings. We do this so that our 
clients’ management teams can focus on running 
their business.

Data Privacy and Cybersecurity

Databases are increasingly governed by 
an array of international, federal, and state 
regulations. We work with clients to develop 
comprehensive data security strategies 
and provide immediate solutions to  
clients victimized by internal and external 
database intrusions.

We help clients address the top risks to their 
organizations’ data security and, in the event 
of a breach, provide a comprehensive solution. 
From insurance to indemnity, we have 
extensive experience in providing solutions 
– all while preserving the confidentiality of  
the engagement.

Education Law

We help schools successfully resolve the wide 
variety of issues that confront them, including 
Board strategy and governance, teacher 
tenure and termination, student discipline, 
students’ rights, special education, athletics 
eligibility, contract negotiation, policy 
development, administrative compliance, 
complaint investigations, and personnel 
matters. We also provide training on legal 
compliance and best practices to all levels of 
administration and staff.
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Employee Benefits

Businesses rely on us to help them navigate 
benefits issues arising from the Tax Code, 
Health Care Reform, ERISA, HIPAA, COBRA, 
and the Investment Advisers Act. We work 
with plan sponsors, service providers, 
government entities, trustees, and financial 
institutions to help them achieve their 
business objectives, while protecting our 
clients and their organizations.

Energy Law

We work with oil and gas companies, 
pipelines, refineries, renewable energy 
facilities, and utilities to navigate the complex 
legal issues they face every day. We work 
with clients as they buy, sell, or lease mineral 
interests, pool and develop those interests, 
and navigate the exploration and production 
process from drilling through transportation 
and end use. In addition, Spencer Fane 
attorneys represent energy organizations in 
permitting, complex business transactions, 
mergers and acquisitions, rights-of-way  
acquisitions, employment matters, and 
environmental matters. 

Environmental Law

We help manufacturers, developers, businesses, 
financial institutions, municipalities, and other 
organizations identify, avoid, and solve environmental 
challenges. We represent clients under all significant 
environmental statutes, including the Clean Air  
Act, Clean Water Act, Resource Conservation 
and Recovery Act (RCRA), the Comprehensive 
Environmental Response, Compensation, and  
Liability Act (CERCLA or Superfund), and state 
counterparts. Our attorneys assist clients in liability, 
permitting, compliance, cleanups, transactions, 
asbestos, lead paint, and underground storage tank 
issues, among others. We also represent enterprises 
in strategic planning for environmental issues.

Estate Planning, Trusts and Estates 

We work closely with individuals and families to plan 
for the orderly and tax-efficient use and transfer 
of their personal and business interests from one 
generation to the next, and solve problems that 
may arise between family members regarding 
the management and disposition of trust and 
estate assets.
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Government Investigations and White Collar Defense

Companies facing investigation by a government law enforcement or regulatory agency must be able 
in the earliest hours to identify issues and risks, contain liability, and make strategic decisions about 
response, communications and planning. Spencer Fane attorneys have represented companies and 
individuals throughout complicated investigations. Our attorneys have been successful in negotiating 
the closure of investigations and have vigorously defended our clients through trial in state and  
federal courts. 

Government Relations

We work closely with state and local political leaders and regulatory decision makers to affect changes 
in laws and regulations to meet our clients’ needs. The problems we tackle often require a multi-faceted 
approach that demands government controversy experience, public relations skills, and familiarity with 
regulatory and administrative issues. We have the experience and resources to understand both the 
political environment and the needs of key stakeholders, enabling us to effectively provide quality 
service to municipalities and public entities. 

Health Care

We help health care providers, and suppliers succeed in today’s challenging environment by providing 
comprehensive solutions to complex problems so that they can remain focused on their business 
objectives and patient care. The Spencer Fane Health Care team consists of more than 20 attorneys 
with experience in contracts, corporate governance, transactions, compliance, licensure, accreditation, 
medical staff, and reimbursement issues. Led by this core group of health care attorneys, our team 
includes attorneys specializing in corporate, financial services, real estate, environmental, labor and 
employment, insurance, and employee benefits law work together to provide comprehensive solutions 
to complex problems helping our health care clients succeed in today’s challenging environment.
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Higher Education

We help universities resolve the complex legal 
issues that are unique to institutions of higher 
education, and have provided universities with 
a wide range of counsel including governance, 
policies and procedures, and major litigation.

In addition, we help universities protect their 
investments by assisting with transactional issues 
such as vendor and employment contracts, 
intercollegiate sports, and intellectual property. We 
are also experienced as outside investigators and 
advisors in high-profile cases at large institutions, 
and have helped many institutions deal with similar 
issues through assisting existing administrators 
and staff.

Intellectual Property

We guide businesses through complex patent, 
trademark, copyright, and related regulatory 
issues, to translate their creativity into marketable 
products and services. Our attorneys are well-
versed in trade secrets, unfair competition, 
enforceability of non-compete provisions, and 
internet law including privacy requirements and 
security breach liability. 

Internal Investigations

We serve organizations that face significant legal 
challenges due to claims of internal misconduct. 
We also serve institutions with issues involving 
sexual misconduct such as sexual and gender-
based harassment and violence, sexual assault, 
and child abuse.

Labor and Employment

We are employment problem solvers. We help 
employers avoid, minimize, and resolve issues 
with employees, and navigate challenging legal 
compliance issues so our clients may focus on 
their business goals.
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Litigation and Dispute Resolution 

We help our clients choose their legal battles wisely. We then fight efficiently and effectively to win 
those important battles, so that our clients can keep their focus on running their business.

What do we mean by “choose their battles wisely?” Lawyers are trained to spot every legal issue in a 
case. But this doesn’t mean every issue should be fought over, because every legal battle costs money. 
At Spencer Fane, we have the judgment to separate the important from the trivial, the wisdom to guide 
clients in deciding the battles to fight, and the experience to win those battles. We don’t waste clients’ 
time or money arguing about things that don’t matter to their businesses.

Mergers & Acquisitions

We regularly advise clients in connection with acquiring, divesting or restructuring businesses. In any 
particular transaction, the business may be closely-held or publicly-traded, domestic or international; our 
client may be the acquirer or the target, a financial adviser, a lender, an investor, a special committee of 
the board of directors, or another interested party; and the transaction may take the form, for example, 
of a merger, an asset or stock sale, a leveraged buyout, a joint venture, a bankruptcy reorganization, 
or a spin off. We have clients in many different industries – information technology, heavy industry, 
construction, health care, telecommunications, entertainment and gaming, financial services and others. 
In each transaction, we bring to bear the relevant experience, drawing on lawyers throughout our firm, 
and providing integrated, comprehensive advice to our client. Most transactions involve corporate, tax 
and securities matters, for example, but often, other issues come into play, such as intellectual property, 
employees and employee benefits, product and environmental liabilities, and regulatory compliance. By 
providing a coordinated and full-range complement of services, we aim to achieve the client’s goals in 
the simplest and most cost-effective manner.

Nonprofit and Tax-Exempt Organizations

We provide legal services to a wide range of nonprofit and tax-exempt organizations across the nation 
including hospitals, educational institutions, social service organizations, religious organizations, cultural 
institutions, and private and public foundations.

We establish and maintain the tax-exempt status of public charities and private foundations, advise on 
the deductibility of charitable contributions, create charitable giving plans, advise on board governance 
issues, develop policies and corporate compliance programs, and provide advice on employment laws 
as they apply to nonprofit organizations.
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Securities Regulation and Compliance

Spencer Fane assists clients of all sizes in raising capital and complying with the federal and state  
(“blue sky”) securities laws that accompany private placements and public securities offerings. We 
regularly advise clients on periodic SEC disclosures and stock exchange listing requirements, counsel 
boards of directors and their committees on corporate governance matters, assist executives and 
significant shareholders with Rule 144, Section 16 and Section 13 requirements, guide companies in 
developing equity and cash executive compensation plans and employment agreements, and help 
clients structure mergers, acquisitions, divestitures, tender offers, takeover defenses, and other types of 
transactions. We also work with investment advisers and broker-dealers on a wide array of compliance 
and litigation matters.

Real Estate

We help owners and developers of real estate get their properties purchased, sold, exchanged, 
developed, built, and financed through both private and public funds. We provide a full range of real 
estate services, including the following:

 � Acquisition and Disposition

 � Commercial and Retail Leasing

 � Condominium and Community 
Associations

 � Construction Law

 � Corporate Relocation

 � Eminent Domain/Condemnation

 � Entitlements and Permitting

 � Hospitality/Lodging

 � Local Government Land Development 
Regulations

 � Municipal and Bond Finance 
(Taxable and Tax Exempt)

 � Property Management Services

 � Public-Private Partnerships (P3)

 � Real Estate Finance and Workouts

 � Real Estate Litigation

 � Redevelopment and Environmentally 
Impacted Real Estate

 � Tax Credits
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Special Districts 

We help developers create taxing districts for their proposed developments – commercial, residential, 
or mixed use – so they can use tax revenue and municipal debt to help finance the project and provide 
ongoing services.

We help special districts such as metropolitan districts, fire protection districts, water and sanitation 
districts, business improvement districts, and intergovernmental authorities assure that they are 
run properly and are able to address the short- and long-term operation and maintenance of their 
infrastructure and public facilities so they can continue to provide ongoing services for their property 
owners, residents, and tenants.

Taxation

Spencer Fane tax attorneys help clients structure business transactions and arrange personal financial 
affairs to minimize, defer or eliminate taxes to create more cash flow and wealth for our clients.  We 
provide counsel every step of the way: when the business is organized, as it operates and grows, when 
it combines with partners, investors, or other businesses, and when it divests, sells or liquidates.  Our 
goal is to help our clients minimize and defer their tax liabilities to the extent legally permissible while 
putting the client in the best position of prevailing in the event of a challenge by a taxing authority.

Tax Credit Finance and Opportunity Zones

We help developers, lenders, syndicators, and investors manage the complex issues arising in Historic 
Rehabilitation Tax Credits, Low Income Housing Tax Credits, New Markets Tax Credits, Opportunity 
Zones, and other development incentives. We provide guidance on all aspects of the deal, fostering a 
transaction that will be beneficial to our client’s development project and ensure an efficient closing.
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Data Privacy and Cybersecurity

Leading companies through the cyber 
incident response and data breach response 
process (e.g., as a “breach guide” or “breach 
quarterback”), crisis management, and 
regulatory compliance investigations and 
enforcement actions (e.g., by regulators 
such as various states’ Attorneys General, 
Department of Health and Human Services / 
Office of Civil Rights (HHS / OCR), Federal 
Trade Commission (FTC), and Securities and 
Exchange Commission (SEC)).

Cyber Incident Response

Proactively helping companies assess and 
understand their overall cyber risk and then 
developing, implementing, and maturing a 
strategic cyber risk management program 
that prioritizes their efforts to help minimize 
their cyber risk and meet regulatory 
compliance requirements.

Cyber Risk Management

Representing clients in litigation involving 
cyber-related claims like computer and data 
misuse, computer hacking, data loss, data 
theft, and business to business disputes 
concerning responsibility for cyber incidents.

Cyber Security, Hacking, 
and Data Breach Litigation

Our attorneys provide a full range of data 
privacy and cybersecurity services, including the 
following areas:

In the world where hacking, data breach, ransomware, 
and social engineering are daily news headlines, the 
ability of an organization to identify, assess, mitigate, 
and respond to its cybersecurity and data risks is 
critical to success. Through coordination of attorneys 
across industry areas, we provide our clients the 
foundation on which to build an effective privacy and 
cybersecurity risk management program.

Privacy and cyber risk has become a significant 
business risk that business leaders must manage. 
Using our experience with HIPAA, HITECH, Gramm- 
Leach Bliley, FFIEC, PCI-DSS, EU GDPR, and state 
data protection laws, we are able to identify the 
legal and regulatory requirements applicable to 
an organization’s collection, use, disclosure, and 
safeguarding of information. With those requirements 
in mind, we develop a risk management program that 
includes risk assessments, policies and procedures, 
training programs, contractual terms, incident 
response plans, and security strategies to manage 
data consistent with the organization’s risk structure. 
To further manage this risk, we help organizations 
assess and procure cyber insurance.

Privacy and cybersecurity incidents and data 
breaches have become a matter of when, not if, 
and our attorneys provide the necessary support to 
survive the incident when it does occur. Our attorneys 
have substantial experience guiding organizations 
through the incident response process including 
crisis management, analysis of when an incident is 
a reportable breach, management of notification 
obligations, and resolution of resulting regulatory 
investigations or litigation.

Data Privacy and Cybersecurity Practice Leaders:

Stacy Harper
Partner | Overland Park, KS
913.327.5120
sharper@spencerfane.com

Shawn Tuma
Partner | Dallas, TX

972.324.0317
stuma@spencerfane.com
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Incident Response Core Team

Stacy Harper
Partner | Overland Park, KS
913.327.5120
sharper@spencerfane.com

Stacy Harper counsels healthcare organizations on regulatory compliance reimbursement 
and data security issues. Using her prior experience as a health care compliance officer, she 
develops strategies for clients to mitigate risk and improve compliance.

Stacy assesses risks and develops plans for healthcare providers, health plans, employer 
sponsors of self-insured health plans, and other businesses to coordinate data privacy, data 
security, and data breach response in accordance with HIPAA, HITECH, and state data laws. 
Through evaluation of structure, industry, policies, contracts, processes and education, Stacy 
provides resources necessary for her clients to understand and manage data risks in the current 
cyber threat environment. When a security incident does occur, she frequently coordinates the 
team to provide an effective response to mitigate harm to the organization and its clients.

Shawn Tuma
Partner | Dallas, TX
972.324.0317
stuma@spencerfane.com

Shawn Tuma helps businesses protect their information and protect themselves from their 
information. He represents a wide range of clients, from small to midsize companies to Fortune 
100 companies, across the United States and globally in dealing with cybersecurity, data 
privacy, data breach and incident response, regulatory compliance, computer fraud related 
legal issues, and cyber-related litigation.

Having practiced in this area of law since 1999, Shawn is widely recognized in cybersecurity and 
data privacy law. He is frequently sought out and hired by other lawyers and law firms to advise 
them when these issues arise in cases for their own clients.

While this area of the law has evolved greatly in the nearly 20 years while Shawn has been 
practicing, he continues to evolve with it as a practitioner representing his clients, academically 
as an author and instructor, and as an analyst for the national media.

Pat Whalen
Partner | Kansas City, MO
816.292.8237
pwhalen@spencerfane.com

Pat Whalen serves as Chairman and Managing Partner of Spencer Fane. 

Pat regularly counsels clients on practical strategies to mitigate computer and data security 
risks. He has developed a comprehensive 8-point data security, information governance, 
and response plan. He has over 15 years experience assisting clients who have suffered data 
breaches. Pat speaks on data security to industry groups at dozens of events per year and has 
authored numerous publications on data security.

Pat represents financial services and technology companies throughout the country on their 
enterprise-critical intellectual property, data security, and licensing issues.
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Thomas Hayde
Partner | St. Louis, MO
314.333.3921
thayde@spencerfane.com

As a privacy professional, Tom Hayde aids clients in developing comprehensive strategies to 
address information practices and data breach risks, avoid potential claims and liabilities, and 
ensure compliance with all relevant legal requirements. Tom also helps clients develop and 
implement protocols surrounding how to respond when a data breach occurs and defends 
clients against potential claims and lawsuits regarding data breaches. He has experience 
defending against and resolving civil claims and enforcement actions under specific information 
privacy laws, such as FCRA, GLBA, HIPAA and RFPA. 

In addition to his privacy and data security practice, as a litigator Tom has successfully 
represented Fortune 50 and Fortune 250 companies in a wide range of other complex civil 
litigation matters in state and federal trial and appellate courts.

Jeremy Rucker
Associate | Dallas, TX
214.459.5880
jrucker@spencerfane.com

Jeremy Rucker focuses his practice on privacy and data protection and corporate transactions. 
He regularly counsels companies on navigating the regulatory and compliance issues before 
and after a data breach. He has represented companies of all sizes covering several industries 
including healthcare, banking and finance, and manufacturing.

Additionally, Jeremy represents companies and high net-worth individuals with complex 
corporate transactions, focusing on public and private mergers and acquisitions.

Jon Farnsworth
Partner | Minneapolis, MN
612.268.7018
jfarnsworth@spencerfane.com

Jon Farnsworth assists clients with all aspects of business law, from transactions to litigation, 
mergers and acquisitions, brand and intellectual property rights protection and real estate. He 
provides a comprehensive approach to matters that includes not just guidance, but practical 
ideas that align with a client’s business goals.  Jon is fond of saying that “an attorney should 
foster business, not inhibit it”.  He brings a common sense, practical and strategic approach to 
navigating the legal complexities of business.

Experienced in working with entrepreneurs, particularly in the technology industry, Jon counsels 
businesses at startup in the initial strategy and financing stages. He has also worked with 
numerous clients in the sale of businesses ranging from transitioning ownership, multimillion-
dollar transactions and private equity.

Cheryl Burtzel
Partner | Austin, TX
512.840.4553
cburtzel@spencerfane.com

Cheryl Burtzel is an experienced transactions attorney assisting clients on commercial and 
compliance matters involving privacy, cybersecurity, sales and distribution, government 
contracts, and procurement legal matters. She has experience working with clients in commercial, 
financial institution, utility, health care and technology industries. Experience working as in-
house counsel and legal director for a Global Fortune 50 company provides her with strong 
knowledge in leading global teams during complex transactions, policy development and 
implementation, and crisis management.

Cheryl has also managed research for university institutions in addition to handling government 
contracts, health care industry compliance and technology matters.
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Shelby Wilson
Associate | Plano, TX
972.324.0352
swilson@spencerfane.com

Shelby Wilson is a member of the firm’s Litigation and Dispute Resolution group in the Plano 
office. She assists her clients through the litigation process in a variety of cases, including 
general business disputes, financial services litigation, fraud claims, and business torts.

Shelby earned her J.D. from Baylor University School of Law in 2017. While completing her law 
degree, she was elected to the Order of the Barristers and was an active member in the Baylor 
Public Interest Society. Shelby gained invaluable litigation experience at several prominent 
firms in Dallas, Texas and by completing an internship with the U.S. Attorney’s Office for the 
Southern District of Texas during law school. Shelby earned her Bachelor of Arts in Political 
Science from Texas Tech University, where she graduated cum laude.

Jessica Gale
Partner | Phoenix, AZ
602.333.5428
jgale@spencerfane.com

In her commercial litigation practice, Jessica works with business owners and in-house counsel 
to find cost-effective strategies to further their business goals. She adeptly handles an array 
of legal issues for her clients, including contract breaches, partnership disputes, business torts 
and fiduciary duty allegations.

Collaboration has always been a priority for Jessica. While studying for her law degree at the 
University of Arizona, she volunteered as a law clerk for Southern Arizona Legal Aid. She also 
mentored first-year law students as an Ares Fellow.

Jessica continues to make time for community service. She is a member of the Fresh Start 
Women’s Foundation Auxiliary Board, a nonprofit organization that provides a range of 
personal and career development services for women.

Nicole Detweiler
Of Counsel | Denver, CO
303.839.3872
ndetweiler@spencerfane.com

Nicole represents public, private, and corporate clients with all of their litigation needs at both 
the state and federal level, including breach of contract actions, quiet title actions, condemnation 
actions, easement disputes, construction defect actions, and employment disputes. She has also 
successfully obtained favorable settlements for her clients through mediation, negotiation, and 
other pretrial efforts. Nicole also counsels companies on navigating regulatory and compliance 
issues before and after a data breach.

Prior to joining Spencer Fane, Nicole represented debtors, creditors, and trustees in Chapter 
7 and 11 bankruptcy cases. She began her legal career by serving as a judicial law clerk for 
bankruptcy judges in Chicago and Denver. Nicole continues to utilize her experience from 
behind the bench to effectively advance her client’s position in court.

Natalie Washington
Associate | Dallas, TX
214.459.5891
nwashington@spencerfane.com

Natalie S. Washington is a trial lawyer who works tirelessly for her clients so they can get back 
to business. She is known for her relentless pursuit of success which she achieves through 
creative thinking at the inception of a case and tailored strategy. Natalie is as enthusiastic 
about courtroom resolution as she is about achieving favorable results one-on-one with the 
opposition.

Natalie handles a wide variety of cases, including breach of contract, fraud, breach of fiduciary 
duty, probate matters, oil and gas mineral and trespass disputes, healthcare, and trade secrets.
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Data Privacy and Cybersecurity: Contacts

Stacy Harper
Partner | Overland Park, KS
913.327.5120
sharper@spencerfane.com

Shawn Tuma
Partner | Dallas, TX
972.324.0317
stuma@spencerfane.com

Cheryl Burtzel
Partner | Austin, TX
512.840.4553
cburtzel@spencerfane.com

Jon Farnsworth
Partner | Minneapolis, MN
612.268.7018
jfarnsworth@spencerfane.com

Nicole Detweiler
Of Counsel | Denver, CO
303.839.3872
ndetweiler@spencerfane.com

David Funkhouser
Partner | Phoenix, AZ
602.333.5451
dfunkhouser@spencerfane.com

Leslie Greathouse
Partner | Kansas City, MO
816.292.8115
lgreathouse@spencerfane.com

Elizabeth O’Brien Felker
Associate | St. Louis, MO
314.333.3907
efelker@spencerfane.com

Donn Herring
Partner | St. Louis, MO
314.333.3966
dherring@spencerfane.com

Practice Leaders:

Kelly Campbell
Partner | Kansas City, MO
816.292.8885
kcampbell@spencerfane.com

Elizabeth Fast
Partner | Kansas City, MO
816.292.8861
efast@spencerfane.com

Thomas Hayde
Partner | St. Louis, MO
314.333.3921
thayde@spencerfane.com

Adam LaBoda
Partner | Kansas City, MO
816.292.8361
alaboda@spencerfane.com

Bryant Lamer
Partner | Kansas City, MO
816.292.8296
blamer@spencerfane.com
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Blane Markley
Partner | Overland Park, KS
913.327.5110
bmarkley@spencerfane.com

Brian Markley
Partner | Kansas City, MO
816.292.8823
brian.markley@spencerfane.com

Julie Roth
Partner | Overland Park, KS
913.327.5158
jroth@spencerfane.com

Jeremy Rucker
Associate | Dallas, TX
214.459.5880
jrucker@spencerfane.com

Natalie Washington
Associate | Dallas, TX
214.459.5891
nwashington@spencerfane.com

Cynthia Rowe
Of Counsel | Minneapolis, MN
612.268.7015
crowe@spencerfane.com

Ben Shantz
Associate | Springfield, MO
417.888.1022
bshantz@spencerfane.com

Julia Vander Weele
Partner | Kansas City, MO
816.292.8182
jvanderweele@spencerfane.com

Dave Wing
Partner | Overland Park, KS
913.327.5143
dwing@spencerfane.com

Data Privacy and Cybersecurity: Contacts

Andy Ramirez
Partner | Overland Park, KS
913.327.5161
aramirez@spencerfane.com

Hillary Martel
Associate | Overland Park, KS
913.327.5106
hmartel@spencerfane.com

Shelby Wilson
Associate | Plano, TX
972.324.0352
swilson@spencerfane.com

Gary Zimmerman
Of Counsel | Houston, TX
713.212.2612
gzimmerman@spencerfane.com
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At Spencer Fane, your business leaders work with our business leaders. We provide an unconventional 
approach to legal services geared toward protecting and advancing business and personal interests. Our 
clients are certain that their interests are our priority, because they work with leaders – leaders who work 
decisively, execute with purpose and understand the importance of flawless timing. Be certain.

Our Firm

	� Banking and Financial Services

	� Bankruptcy, Restructuring, and Creditors’ Rights

	� Corporate and Business Transactions

	� Data Privacy and Cybersecurity

	� Education Law

	� Employee Benefits

	� Energy Law

	� Environmental Law

	� Governmental Affairs

	� Health Care

	� Higher Education

	� Intellectual Property

	� Labor and Employment

	� Litigation and Dispute Resolution

	� Mergers & Acquisitions

	� Nonprofit and Tax-Exempt Organizations

	� Real Estate

	� Special Districts

	� Tax Credit Finance and Opportunity Zones

	� Tax, Trusts, & Estates

	� White Collar Defense and Investigations

Practice Areas

Spencer Fane attorneys serve clients in a variety of practice areas. In each practice, our attorneys are sought 
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Why you need a cyber attorney

By Shawn E. Tuma – Cybersecurity & Data Privacy Partner, Scheef

& Stone

 

 

Companies are beginning to understand that cyber is an overall business risk, not just

a technical issue. Now they must realise that cyber is also a legal issue. The easiest

way to understand why is to ask these two questions: ‘Why do we know about the data

breaches of Target, Yahoo, Equifax and all the others?’ and ‘Did those companies air

their dirty laundry just because they believed it was the right thing to do?’

Of course not! They did so because laws and regulations made them. Those laws and regulations

require companies to disclose their breaches and mandate things, such as who they must notify,

when and how they must notify, what must be communicated and what must be done for those

who were impacted. As these rules demonstrate, having data creates risk and one of legal

counsel’s roles is to help companies manage that risk.

Many attorneys explain their primary value through their wielding of the attorney-client privilege,

by helping to cloak the cyber risk management process with the attorney-client privilege. While

that can be helpful when done correctly, it is greatly underselling the real value that experienced

legal counsel can add. When it comes to managing cyber risk, there is no substitute for

experienced legal counsel.

Real world experience for assessing and managing risk

To effectively manage cyber risk, companies must understand what their real cyber risk is

because they cannot manage that which they do not know or understand. The process of

assessing a company’s overall cyber risk is one of the most crucial steps in the risk management

process. It is the foundation.

By  ethicalboardroom  -
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Attorneys who have substantial experience in dealing with cyber risk are able to better

understand how to manage cyber risk, including legal and regulatory liability that leads to

significant risk in this environment. Think about this: how many cyber incidents or data breaches

has your company’s information technology, security and management teams been through or

even observed first hand?

Counsel with many years of experience serving as a ‘breach guide’ or ‘breach quarterback,’

leading companies through the cyber incident and data breach response process, will have been

involved in hundreds or thousands of cyber incidents and data breaches. This real-world

experience is invaluable for helping companies understand the real-world risks they now face.

Without such practical experience, companies are more likely to spend their resources chasing

some of the hyped-up threats that make the best sales pitches, conference talks and news

headlines – it isn’t always the most exotic and sophisticated attacks that cause the most

problems.

Diving deeper, such counsel will have a unique perspective on

the most common attack tactics that have been used in the

past and that are currently being used against certain types

and sizes of companies, in certain industries, with certain types

of data and business models and in certain markets. They will

also understand the types of attacks that are most likely to lead

to reportable data breaches. They will have a better

understanding of the laws and regulations applicable to the

jurisdictions in which the companies operate and what they

require in terms of securing information, disclosing breaches of

such information and the all-important question of

distinguishing between a non-reportable incident and a

reportable data breach, a subtle yet bet-the-company

distinction.

Deeper still, by calling on their history of cases, they will have a

unique understanding of those things that companies did right

and those things that were ineffective or led to problems.

Because no two are alike, this insight provides a deeper

understanding of what caused many cyber incidents, how they

happened and what could have prevented them. Once an

incident has occurred, the focus shifts to an understanding of

what companies did right or wrong, or could have done but did

not do, that may have improved the response and better mitigated the situation. Finally, it

enables them to uniquely understand the true harm to companies that such cyber incidents

cause, from the initial panic, administrative burden and confusion and disruption of operations, to

the loss of business opportunities due to the companies being focussed on the incident, to the

better-known harms, such as the costs of remediation and incident response, negative publicity

and the decrease in business value and stock prices.

When working with companies on their cyber risk management programmes, one of the most

frequently asked questions is, ‘how do you prioritise the steps in your strategic action plan?’.

Because companies can’t ‘boil the ocean’ (i.e. fix every problem) and companies do not have

unlimited resources to throw at this problem. They must be able to evaluate the risks and

develop a strategic action plan that prioritises those things that should be done first. There is a

lot more to consider than the traditional risk formula of ‘risk = probability x loss’ because there

are important business factors that must be considered. When evaluating how to prioritise the

actions to take, the analysis translates into something more akin to ‘risk = probability x loss x

“ATTORNEYS WHO
HAVE
SUBSTANTIAL
EXPERIENCE IN
DEALING WITH
CYBER RISK ARE
ABLE TO BETTER
UNDERSTAND
HOW TO MANAGE
CYBER RISK,
INCLUDING LEGAL
AND REGULATORY
LIABILITY THAT
LEADS TO
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IN THIS
ENVIRONMENT”



time to implement x impact on the business and resources x benefits/hindrance.’ To work

through an analysis such as this requires not only drawing on real-world experience to

understand the most likely risks companies face, but also requires having an understanding of

the overall business, its operational needs, the practicalities of the business environment and the

many competing interests that must be considered. Analysis of such complexities is an essential

skill for legal counsel.

With cyber risk, even the most extensive and effective risk management programmes cannot

come with guarantees. The problem is not a static problem that can be solved, rather, it involves

an active adversary that is continuously evolving its strategy and tactics to find more effective

ways of attacking and exploiting its intended victims. And, as with security in general, the

company must get it right 100 per cent of the time and the attacker needs only one lucky shot.

Because of this, when it comes to legal and regulatory liability, the question is usually not as

simple as ‘did the company have a data breach?’ but is more like ‘before the company had the

data breach, was it taking reasonable measures to protect its network and data to keep from

having a data breach?’ Well-documented evidence of its diligence can go a long way.

Privilege is valuable, but it must be done right

Not to be ignored, the attorney-client privilege can play an important role in many jurisdictions,

such as the United States. However, because the privilege applies to communications and does

not shield facts, it is not as effective or certain as many think for either pre-incident risk

management or post-incident response.

The best way to help ensure the privilege applies is to have the activities integrally intertwined

with the rendering of legal advice by ensuring the attorney is retained first, then the attorney

retains and directs the work of consultants and that attorney’s role is prominent by truly leading

the process so that the consultants are reporting to the attorney who is then using their work to

render legal advice. Even then, however, there are no guarantees with privilege. The best course

of action is to prepare by doing everything possible to have the privilege but carry out the work

as though there will be no privilege because there may not be.

There is no substitute for experienced legal counsel in managing cyber risk. In today’s business

environment, cyber is unquestionably a legal issue and experienced legal counsel must be

integrally involved in helping companies manage their cyber risk.

 

About the Author:

Shawn Tuma (@shawnetuma) is a cybersecurity lawyer business leaders trust to help solve

problems with cutting-edge issues involving cybersecurity, data privacy, computer fraud and

intellectual property law. Shawn is a frequent author and speaker on these issues and has used

social media to help build his practice. He is a partner at Scheef & Stone, LLP, a full service

commercial law firm in Texas that represents businesses of all sizes throughout the United States

and, through its Mackrell International network, throughout the world.

http://www.solidcounsel.com/index.php?option=com_attorneys&view=profile&id=66&Itemid=137
https://twitter.com/shawnetuma
http://www.solidcounsel.com/


000  Texas Bar Journal • July/August 2021 texasbar.com

ansomware cyberattacks are the greatest existential 
threat that organizations in the United States face today. 
These organizations include your law practice as well as 
your clients—the two most important things to your 

own livelihood. This is serious. Ransomware literally shuts 
down operations within moments of the attack—often 
overnight.  
 
This threat is so serious that in June 2021, the U.S. 
Department of Justice, or DOJ, announced that it will be 
treating ransomware with the same level of priority that it 
treats terrorism1 and the White House issued a memo to all 
corporate executives and business leaders with the subject 
“What We Urge You To Do To Protect Against The Threat of 
Ransomware.”2 This is the first time such a memo has ever 
been issued. That is how serious the threat of ransomware 
attacks is to our nation.  
 
In this article I summarize information from the DOJ;3 U.S. 
Cybersecurity & Infrastructure Security Agency, or CISA;4 
Coveware;5 SpearTip;6 Tetra Defense;7 and my own experience 
leading numerous organizations through the ransomware 
recovery and response process. Coveware, SpearTip, and Tetra 
Defense are three of the trusted cybersecurity vendors our 
firm’s cyber incident response team uses for gathering 
intelligence about and negotiating with ransomware threat 
actors, recovering from ransomware attacks, and protecting 
against future attacks. Due to space limitations, I only hit the 
high points and do so without direct citation to the sources, 
but I strongly encourage you to analyze each of the sources 
referenced.  
 
 

What is ransomware? 
Ransomware is malicious software, or malware, that threat actors 
use to encrypt your data and deny you access to it until a ransom 
is paid. With ransomware, the threat actors do not care how 
intrinsically valuable your data may be—they know that it is 
valuable to you and if they can keep you from having the ability 
to use it, you will pay to get it back. The best way to circumvent 
a successful ransomware attack is to have viable backups of 
your data that can be restored quickly. Threat actors know this 
so, when they gain access to your environment, one of the first 
things they will do is search for your backups and either encrypt 
them or forensically delete them so they cannot be recovered.  
 
While threat actors initially used encryption for leverage, they 
have evolved in their tactics. In many cases today, the threat 
actors will not only encrypt your data, but also steal your data 
and use a second level of extortion by threatening to publish 
the data if the ransom is not paid. 
 
 
Who is at risk from an attack? 
Every type of organization with a computer connected to the 
internet is at risk. This ranges from global enterprises down to 
small “mom and pop” shops, in every type of industry and of 
every level of sophistication. Coveware’s latest study notes that 
the most notable change observed in Q1 of 2021 was an increase in 
attacks on the professional services industry, specifically law firms.  
 
 
What is the impact on your organization if you get hit? 
The consequences of a successful ransomware attack on 

R

Critical information you need to help better 
protect your practice and your clients from 
one of the most serious threats to our nation. 
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important systems in your organization are that you 
immediately lose access to those systems and whatever 
operations they control are shut down. This often means a 
complete shutdown of your organization. In some cases, these 
interruptions are overcome quickly, such as when an 
organization has viable backups of its data that can be 
restored. When your organization does not have viable 
backups, you face being shut down for days, weeks, or maybe 
forever. The encryption used in ransomware attacks cannot be 
broken and, when your organization does not have viable 
backups of your data, you are faced with a Hobson’s choice of 
only two options of negotiating with and paying the threat 
actor for the decryption keys or not recovering your data and 
not restoring your operations.  
 
 
How much are organizations having to pay in 
ransom payments? 
In Q1 of 2021, the average ransom payment alone was 
$220,298 and the median payment was $78,398. In addition 
to the payment, your organization will face other losses such 
as the lost profits from a business interruption, reputational 
harm, costs associated with negotiating, remediating, and 
investigating the attack. Then come the costs of complying 
with legal and regulatory obligations that may be triggered by 
such attacks, which include notifying individuals and 
reporting to regulators. If you find yourself in this situation 
you had better have cyber insurance that will cover these 
losses. 
 
 
What are the most common methods the threat 
actors use to carry out these attacks? 
The most common attack vectors that threat actors are 
consistently using are remote desktop protocol, or RDP, 
compromise, email phishing, and unpatched software 
vulnerabilities. Having vulnerable services and systems that 
face the public internet are among the most common ways 
threat actors can gain a foothold in your network. In most 
cases they are not looking for your organization in 
particular—they use scanning tools that can find any 
computer in a certain area that has a vulnerability that they 
know how to exploit. Once they find these computers, they 
begin exploiting the vulnerabilities and gaining access to the 
networks. Only then will they discover whose network they 
have compromised.  
  
 
How can your organization better protect itself? 
In order to better protect your organization, you should focus 
on addressing at least the following issues, which are by no 
means exhaustive, but are a good place to begin: 
 

•  Perform a risk analysis to better understand your 
organization’s greatest risks—you cannot mitigate what 
you do not know exists.  

•  Backup your data, system images, and configurations, 

regularly test them, and keep at least one copy of the 
backups offline. Consider the “3-2-1 backup rule.”  

•  Encrypt all sensitive data to ensure that if it is stolen, its 
confidentiality is not compromised. 

•  Update and patch your systems promptly, especially 
external-facing systems. Configure automatic updates on 
workstations and laptops where feasible. 

•  Require multi-factor authentication, or MFA, for every 
login for something important, especially external-facing 
systems and services. MFA is using two steps to log in 
instead of just one. 

•  Require cybersecurity and phishing training and exercises 
for all members of your organization, especially senior 
leadership.  

•  De-escalate privilege to the minimum necessary on user 
accounts, especially for high-value target users such as 
executives, accounting, and human resources and for 
vendor access. 

•  Use a reputable firewall that is configured to block access 
to known malicious IP addresses.  

•  Use a reputable endpoint detection and response, or 
EDR, solution.  

•  Identify external-facing systems by looking up IP 
addresses and DNS subdomains for your organization. 

•  Block public access to the services RDP, Secure Shell, 
Telnet, and file transfer protocol, or FTP. 

•  Perform vulnerability scans against external-facing 
systems. 

•  Have a security team and check their work. 
•  Have an incident response plan and business continuity 

plan and regularly exercise both. 
•  Segment your networks.  
•  Choose third-party service providers that are dependable 

and secure. TBJ 
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What is ransomware?

• Ransomware is malicious software, or malware, that threat actors use to encrypt your data 

and deny you access to it until a ransom is paid.

• Nobody cares how intrinsically valuable your data is. 

• You need it. The hackers know it. You will pay to get it.

• Also – exfiltration + publication is the recent trend (+ calling, ++ reporting crimes).
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Who is at risk from an attack?

• Every type of organization with a computer connected to the internet is at risk.

• Every single one.

• Scanning tools.

• Yes, yours also!



Spencer Fane LLP | spencerfane.com 4

What is the impact if you get hit?

• Your computer systems are shut down.

• You have no access to your data.

• Any operations requiring either computers or data are now shut down.
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How much are companies paying?
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Most Common Causes

Source:   https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report

https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report
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Most Common Causes & Solutions

• This is random – scanning web for Internet facing RDP access

• Virtual Private Network (VPN) with Multifactor Authentication (MFA)RDP Access

• Email phishing tool

• Workforce training and simulated phishingPhishing

• Install patches timely

• No unsupported software

Unpatched / 
Outdated Software

• Multifactor Authentication (MFA)

• Longer passphrasesPasswords

• 3-2-1 Backup Process

• Something comparable – you may end up with only your offline backup

Backups, Backups, 
Backups!
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How to Better Protect Your Company

1. Perform a risk analysis to better understand your organization’s greatest risks – you cannot mitigate 

what you do not know exists. 

2. Backup your data, system images, and configurations, regularly test them, and keep at least one 

copy of the backups offline. Consider the “3-2-1 backup rule.”

3. Encrypt all sensitive data to ensure that if it is stolen its confidentiality is not compromised.

4. Update and patch your systems promptly, especially external-facing systems. Configure automatic 

updates on workstations and laptops where feasible.

5. Require multifactor authentication (MFA) for every login for something important, especially 

external-facing systems and services. MFA is using two steps to login instead of just one.

6. Require cybersecurity and phishing training and exercises for all members of your organization, 

especially senior leadership. 

7. De-escalate privilege to the minimum necessary on user accounts, especially for high value target 

users such as executives, accounting, human resources, and for vendor access.
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How to Better Protect Your Company (pt. 2)

8. Use a reputable firewall that is configured to block access to known malicious IP addresses. 

9. Use a reputable endpoint detection and response (EDR) solution. 

10. Identify external-facing systems by looking up IP addresses and DNS subdomains for your 

organization.

11. Block public access to the services Remote Desktop Protocol (RDP), Secure Shell (SSH), Telnet, 

and File Transfer Protocol (FTP).

12. Perform vulnerability scans against external-facing systems.

13. Have a security team and check their work.

14. Have an incident response plan and business continuity plan and regularly exercise both.

15. Segment your networks. 

16. Choose third-party service providers that are dependable and secure.
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Prepare for Resilience: Questions Your Breach Coach 

Wants You to Ask Now

1. Have you collectively brainstormed to think about your greatest cyber risks?

2. Do you have an Incident Response Plan (IRP)?

3. Do you know when to activate the IRP?

4. Does each member of the Security Incident Response Team (SIRT) understand his or her role and responsibility 

under the IRP?

5. Do you have redundancies for those roles and responsibilities?

6. Do you know who is the “head coach” and, what if that person is unavailable?

7. Do you know what external parties are needed under the IRP?

8. Do you have easy access to all internal and external parties’ contact information, with redundancies, including 

personal cell numbers?

9. Do you have relationships already established with those third parties?

10. Do you have those third parties pre-approved under your cyber insurance policy?

11. Do you have your insurance policy, policy number, and claims contact information handy?

12. How will you access all of this information if your network is down?

13. Have you practiced a mock scenario to test your preparedness? What about if your “head coach” is 

unavailable?

14. Have you performed After Action Reviews (AAR) and revised your IRP for lessons learned?
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What is reasonable 

cybersecurity?
Too little – “just 

check the box”

Too much –

“boiling the 

ocean”
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How do you prioritize and 

execute on all of these 

things – at scale?
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How mature is the company’s cyber risk management program?

• “GMR Transcription Services, Inc. . . . Shall . . . establish and implement, and thereafter maintain, a 
comprehensive information security program that is reasonably designed to protect the security, 
confidentiality, and integrity of personal information collected from or about consumers.” In re GMR 
Transcription Svcs, Inc., Consent Order (Aug. 14, 2014)

• “We believe disclosures regarding a company’s cybersecurity risk management program and how the board 
of directors engages with management on cybersecurity issues allow investors to assess how a board of 
directors is discharging its risk oversight responsibility in this increasingly important area.” SEC Statement 
and Guidance (Feb. 21, 2018)

• “Each Covered Entity shall maintain a cybersecurity program designed to protect the confidentiality, integrity 
and availability of the Covered Entity’s Information Systems.” NYDFS Cybersecurity Regulations § 500.02

• “Taking into account the state of the art, the costs of implementation and the nature, scope, context and 
purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of 
natural persons, the controller and the processor shall implement appropriate technical and organizational 
measures to ensure a level of security appropriate to the risk, including …” GDPR, Art. 32
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“A business shall implement and maintain reasonable 

procedures, including taking any appropriate corrective action, to 

protect from unlawful use or disclosure any sensitive personal 

information collected or maintained by the business in the regular 

course of business.” 

– Ken Paxton
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Reasonable cybersecurity is a 

process, not a definition
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Shawn Tuma
Co-Chair, Cybersecurity & Data Privacy

Spencer Fane LLP

972.324.0317

stuma@spencerfane.com

• 20+ Years of Cyber Law Experience

• Practitioner Editor, Bloomberg BNA – Texas 

Cybersecurity & Data Privacy Law

• Council Member, Southern Methodist University 

Cybersecurity Advisory

• Board of Advisors, North Texas Cyber Forensics Lab

• Policy Council, National Technology Security Coalition

• Board of Advisors, Cyber Future Foundation

• Cybersecurity & Data Privacy Law Trailblazers, National 

Law Journal (2016)

• SuperLawyers Top 100 Lawyers in Dallas (2016)

• SuperLawyers 2015-21

• Best Lawyers in Dallas 2014-21, D Magazine 

• Past Chair, Computer & Technology Section, State Bar of 

Texas

• Privacy and Data Security Committee of the State Bar of 

Texas

• College of the State Bar of Texas

• Fmr Board of Directors, Collin County Bench Bar 

Conference

• Past Chair, Civil Litigation & Appellate Section, Collin 

County Bar Association

• Information Security Committee of the Section on Science 

& Technology Committee of the American Bar Association

• North Texas Crime Commission, Cybercrime Committee & 

Infragard (FBI)

• International Association of Privacy Professionals (IAPP)
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